
OTCR WebApp and OTCR SFTP Services

Quick start guide

December 2022

New to Over-the-counter Securities Transactions Reporting (OTCR)? 

Use this quick start guide to learn the basics.
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Validate OTCR Reporting File
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Validate OTCR Reporting File only

1. Visit WINGS 
Open a browser and go to https://wings.sfc.hk 

1.1 Click on Trading.

1.2 Click on OTC Securities 

Transactions Reporting

1.3 Click on Validate OTCR Reporting File.

https://wings.sfc.hk/
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Validate OTCR Reporting File only (cont’d)

The “Validate OTCR 

Reporting File” app is 

publicly accessible with 

or without the need to 

login to WINGS. You 

can upload either non-

password protected or a 

password-protected (i.e. 

ZIP) OTCR Reporting 

File to check for errors.

1.4 “No” as the default. Click on “Yes” if the 

reporting file is password protected.

1.5 Click on Attach File(s)

or drag & drop the reporting 

file within the box to upload.

1.6 Click on Validate File.
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Sign-in to WINGS
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Sign-in to WINGS

1. Visit WINGS 
Open a browser and go to https://wings.sfc.hk 

2. Sign in to WINGS

2.1 Click on Sign in here to bring 

up the below sign-in window.

2.2 Type in the Username

and Password.

2.3 Click on Sign In.

https://wings.sfc.hk/
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Submit report via OTCR WebApp
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Submit report via OTCR WebApp

2.3 Click on Proceed to OTCR 

WebApp Submission.

1. Sign in to WINGS
Refer to page 6.

2.4 Select the Reporting 

Intermediary if more than one.

2.5 Click on Yes if the 

reporting file is a password 

protected ZIP file, else No.

2.6 Input the password if the 

reporting file is a password 

protected ZIP file.

2.7 Click on Attach File(s) or 

drag & drop the reporting file 

within the box to upload.

2.8 Click on Validate and Submit

to submit the uploaded reporting 

file.

2. Submit reporting file via the OTCR WebApp channel

2.1 Click on Trading.

2.2 Click on OTC Securities Transactions Reporting
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Enquire submission history
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Enquire submission history

1. Sign in to WINGS
Refer to page 6.

2. Go to Submission Tracking

2.1 Click on Submission Management.

2.2 Click on Submission Tracking.

3. Search for OTC Securities Transactions Report records 

3.1 Expand search filter.

3.2 Choose OTC Securities 

Transactions Report.

3.3 Click Search.

3.4 Show the filtered results.
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Read OTCR-related messages on WINGS 
Mail
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Read OTCR-related messages on WINGS Mail

1. Sign in to WINGS
Refer to page 6.

2. Go to WINGS Mail

3. Search for OTC Securities Transactions Report messages 

2.1 Click on WINGS Mail

3.2 Expand search filter.

3.3 Choose OTC Securities 

Transactions Report.

3.4 Click on Search.

3.5 Show the filtered results.

3.1 Select the entity
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Apply for OTCR SFTP Service
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Apply for OTCR SFTP Service

1. Sign in to WINGS
Refer to page 6.

2. Apply for admission to the service

2.3 Click on Apply for / Maintain OTCR SFTP 

Service.

2.4 Click on New Application.

2.1 Click on Trading.

2.2 Click on OTC Securities Transactions Reporting
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Apply for OTCR SFTP Service (cont’d)

3.1 Select Name of 

Intermediary applying for the 

service.

3. Complete the online application form

3.2 Input the technical 

Contact person details.

3.3 Input the IP address

of the computer 

accessing the service.

3.4 Attach the Public key file and 

copy & paste the Fingerprint. 

Please refer to Section 8 –

Generate SSH key pair and 

fingerprint for details. 

3.5 Click on Submit.
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Maintain OTCR SFTP Service profile
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Maintain OTCR SFTP Service profile

1. Sign in to WINGS
Refer to page 6.

2. Edit the OTCR SFTP Service profile

2.3 Click on Apply for / Maintain OTCR SFTP 

Service.

2.4 Click on Service Profile.

2.1 Click on Trading.

2.2 Click on OTC Securities Transactions Reporting
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Maintain OTCR SFTP Service profile (cont’d)

3.1 Select Name of 

Intermediary to bring up 

the profile details.

3. Edit the service profile

3.2 Select checkbox to 

edit the technical 

Contact person details.

3.3 Select checkbox to 

add/remove IP address

of the computer 

accessing the service.

Note: The Public key 

and Fingerprint will 

have a validity period of 

24 months from the 

upload date.

3.5 Click on Submit.

3.4 Select checkbox to 

renew the Public key and 

Fingerprint. Please refer 

to Section 8 – Generate 

SSH key pair and 

fingerprint for details. 
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Generate SSH key pair and fingerprint
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Generate SSH key pair and fingerprint

Option 1: Using PuTTYgen

1. PuTTYgen download and install 
Download and install PuTTYgen from SSH.com 

2. Running PuTTYgen
Go to Windows Start menu -> All Programs -> PuTTY -> PuTTYgen

Source from: SSH Academy

3. Creating a new key pair for authentication

3.1 Choose RSA. 3.2 Type in 2048.

3.3 Click on Generate and 

start moving the mouse 

within the window.
3.4 Click on Generate and 

start moving the mouse 

within the window.

3.5 Specify a strong passphrase.

3.7 Save public key. Upload the file via the 

OTCR SFTP Service admission application.

3.8 Save private key. 

Keep it safe.

3.6 Copy and paste key 

fingerprint onto a text format file.

https://www.ssh.com/academy/ssh/putty/windows/puttygen
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Generate SSH key pair and fingerprint

Option 2: Using Windows Command Prompt

1. Run Windows Command Prompt
Click Start -> Type cmd -> Click Run as administrator

2. Run ssh_keygen
Type ssh-keygen -b 2048 -f c:\temp\otcr_sftp_rsa -t rsa -E md5

3. Enter a passphrase

4. Private Key otcr_sftp_rsa and Public Key otcr_sftp_rsa.pub are saved in c:\temp in this example

5. Copy the fingerprint and paste it on to a Notepad file. Save the file as a .fpt, e.g. c:\temp\otcr_sftp_rsa.fpt

Copy and paste the 

fingerprint on to Notepad.

https://www.ssh.com/academy/ssh/putty/windows/puttygen
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Delegate the reporting role
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Delegate the reporting role

1. Visit WINGS 
Open a browser and go to https://wings.sfc.hk 

2. Sign in to WINGS
Refer to page 6. Note: Sign in with a Corporate Account or a WINGS account who is also an administrator of the Corporate Account (i.e. Corporate Administrator)

3.1 Click on Corporate 

Account Administration.

3. Navigate to Corporate Account Administration

If the signed in user is not a 

Corporate Administrator, then 

the option “Corporate Account 

Administration” will not show.

Reference: Corporate Account Administration User Guide

https://wings.sfc.hk/
https://sfchk-video.s3.amazonaws.com/vids/en/CorporateAccountAdminGuide.pdf
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Delegate the reporting role (cont’d)

4.4 Click on one of the checkboxes for 

the OTC Securities Transactions 

Reporting option.

4.5 Click on Save.

4.3 Click on the padlock 

icon under Permission. 

4.1 Click on Licensees and Authorised Persons.

4. Delegate a licensee or an authorised person with the reporting role

4.2 Find the delegatee. 
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Delegate the reporting role (cont’d)

5.4 Click on one of the checkboxes for 

the OTC Securities Transactions 

Reporting option.

5.5 Click on Save.

5.3 Click on the padlock 

icon under Permission. 

5.1 Click on Delegation Invitation.

5. Delegate a non-licensee with the reporting role

5.2 Fill the details of the 

delegatee. 
5.6 Click on Send 

Invitation Email. 



www.sfc.hk

Thank you.

http://www.sfc.hk/

