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Question 2:
Do you have any comments on the proposals regarding the general token admission criteria and
specific token admission criteria?

Since a token is usually controlled by its smart contracts, the security of smart contracts is
critical to the token and its holders. Therefore, the following security measures should be
adopted before the token under the control of its smart contract is admitted for trading.

1. Code audit and security assessment of the smart contracts should be regularly performed, and
the corresponding reports should be provided to the public.

2. It is preferred that the source code of the token’s/virtual asset’s smart contracts is publicly
available for checking. If it is infeasible to release the source code, the detailed
documentation/specification of the smart contracts should be released because they and the
bytecode of the smart contracts can be checked for finding potential issues. For example,
academic researchers have developed tools for finding various issues (e.g., inconsistency,
defects, backdoor) in the bytecode of tokens’ smart contracts or other kinds of smart contracts
running on different blockchain platforms, e.g. [1-7].

3. There should be a system to monitor any changes made to the token’s smart contracts because
the unnoticed changes may cause unexpected consequences, such as financial loss, security
vulnerability, etc. The system can be developed by the token’s operators or the platform
operators. Note that the smart contracts deployed on several blockchain platforms, including
Ethereum can be changed.

4. It is preferred that the token’s operators, especially those maintaining the token’s smart
contracts, adopt online protection techniques to detect potential attacks (e.g., [8-9] ) or defend
against attacks (e.g., [10]).

5. Since there are usually scams [11-12] and security incidents relevant to popular tokens, the list
of such information should be kept updated and sent to the platform operators.




Question 3:
What other requirements do you think should be implemented from an investor protection
perspective if the SFC is minded to allow retail access to licensed VA trading platforms?

More information about the virtual asset should be provided, especially the virtual asset
controlled by smart contracts, for example,

1. The source code (if feasible) and the documentation/specification of the smart contracts
controlling the virtual assets.

2. All known or detected security incidents and scams relevant to the virtual assets.

3. The price of the virtual assets may be manipulated via many channels [13,14], such as oracle,
pump, and dump, flash loans, MEV, etc., a monitoring system is desired to detect and report such
activities.




Question 6:
Do you have any suggestions for technical solutions which could effectively mitigate risks
associated with the custody of client virtual assets, particularly in hot storage?

The following technical solutions may effectively mitigate some of the risks.

Custodial Theft Risk: Fraudulent exchange or employee stealing client’s money. One possible
way to mitigate this risk is to automate the monitoring process of the VATP’s reserve versus the
total liability. The technological solution called Proof of Reserve (PoR) may address this risk .
PoR is a cryptographic mechanism that offers proof that an exchange or financial institution
holds sufficient reserves to cover its liabilities. Currently, several cryptocurrency exchanges and
custodians use PoR, such as Kraken, Bitfinex, Unchained Capital, and Coinbase. Despite this,
there is still a lack of standardisation in PoR, and it may be vulnerable to manipulation or
collusion. As a result, we recommend that VATPs adopt POR mechanisms that are open-source
and have algorithms published in peer-reviewed venues, allowing public scrutiny. Additionally,
conducting PoR at regular intervals, such as daily, can serve as an alarm system when reserves
are insufficient to cover liabilities.

Key Loss or Key Theft Risk:

Public and private keys are cryptographic keys used in virtual asset transactions to secure and
verify the ownership and transfer of digital assets.

A public key is a unique alphanumeric code publicly shared on the blockchain and used to
identify the virtual asset's owner. Sometimes it is referred to as an address. A private key is a
secret code that is known only to the owner of the virtual asset. It is used to digitally sign
transactions, thereby proving ownership of the asset and authorising its transfer.

If the private key of a virtual asset is lost (e.g., due to hardware failure), the asset under its
control will be lost. If the private key is stolen, the thief will be able to conduct an unauthorised
transfer of the asset.

To mitigate these risk, we suggest the use of threshold signatures (which belongs to the category
of multi-party threshold schemes), a technical solution currently being considered for
standardisation by the National Institute of Standards and Technology
(https://csrc.nist.gov/Projects/threshold-cryptography).

In a threshold signature scheme, the secret key is divided into multiple parts (called shares), and
each part can be stored in a separate server. The threshold specifies the minimum number of
parts required to generate a valid signature. For example, in a 3-of-5 threshold signature scheme,
at least three out of the five servers must participate and use their parts to sign a transaction.
When a transaction needs to be signed, the servers collaborate and use their respective parts of
the secret key to generate a signature collectively. The threshold signature is produced without
the parties needing to share their parts of the secret key or reveal their private keys to each other.
The resulting threshold signature is valid and can be verified by anyone with access to the single
public key. Threshold signatures mitigate both the problem of key loss and key theft risks: in the
above threshold setting (3 out of 5), transactions can still be signed even if 2 servers are
damaged; and to steal a key, the hacker needs to control 3 servers. The thresholds can be
adjusted to suit different risk levels. Most blockchains adopt ECDSA and efficient threshold
ECDSA schemes, some of which are designed by local universities, are available (e.g., [17, 18]).



https://csrc.nist.gov/Projects/threshold-cryptography

Additional Measures To Reduce Risk of Hot Wallet

A hot wallet is a wallet that is always connected to the internet. It is needed for the VATP to
maintain a hot wallet so that it can be used to store, send and receive tokens. We suggest
threshold signatures should be used for hot wallet with send function.

For hot wallet whose primary function is to receive virtual assets, we recommend using the role
of public and private key so that only the public key is stored in the hot wallet. As an added layer
of security, the VATP may consider using a multisig wallet for hot wallet to send money. A
multi-signature (multisig) wallet is a type of cryptocurrency wallet that requires multiple
signatures to authorise a transaction.

To mitigate the risks associated with custody of the virtual assets based on smart contracts (e.g.,
ERC-20 tokens, NFT), besides securing the clients’ key, it is preferred for platform operators to
have a system to monitor the smart contracts of the virtual assets, because the operators of these
smart contracts can directly manipulate the virtual assets via smart contracts. The system needs
to monitor the transactions relevant to these smart contracts in order to detect potential attacks
and abnormal operations of the smart contracts [15,16].
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