STATEMENT OF DISCIPLINARY ACTION

The Disciplinary Action

1.

The Securities and Futures Commission (SFC) has publicly reprimanded and fined Luk
Fook Securities (HK) Limited (LFSHK)' HK$2.1 million pursuant to section 194 of the
Securities and Futures Ordinance (SFO).

The disciplinary action is taken because LFSHK failed to implement adequate and
effective cybersecurity control measures, which might have contributed to its inability
to withstand a ransomware attack on 19 September 2022 and led to a delay of
approximately three weeks in recovering its systems from the attack, in breach of:

(@) General Principles (GP) 2 (Diligence), GP 3 (Capabilities), GP 7 (Compliance),
paragraph 12.1 (Compliance: in general), paragraph 18.5 (Adequacy of system)
and paragraphs 1.1.4, 1.2.4(a), 1.2.4(b), 1.2.4(c), 1.2.4(d), 1.2.6 (b) and 1.2.7
and 1.2.8(a) of Schedule 7 (Additional requirements for licensed or registered
persons conducting electronic trading) of the Code of Conduct for Persons
Licensed by or Registered with the Securities and Futures Commission (Code
of Conduct); and

(b) Paragraphs 2.1 (Deploy a secure network infrastructure), 2.2 (User access
management), 2.3 (Security controls over remote connection), 2.4 (Patch
management), 2.5 (End-point protection), 2.6 (Unauthorised installation of
hardware and software), 2.8 (System and data backup), 2.9 (Contingency
planning for cybersecurity scenarios) and 3.3 (Cybersecurity awareness training)
of the Guidelines for Reducing and Mitigating Hacking Risks Associated with
Internet Trading (Cybersecurity Guidelines).

These provisions collectively require licensed corporations to maintain robust
cybersecurity frameworks, including secure network infrastructure, effective access
controls, regular system updates and patch management, endpoint protection,
comprehensive business continuity and contingency planning, prompt incident
reporting, ongoing staff training, and secure information management.

The Circular to licensed corporations: Management of cybersecurity risks associated
with remote office arrangements, published on 29 April 2020, has also highlighted
some of the risks associated with remote access and working arrangements, and
included suggestions on control techniques and procedures to mitigate such risks.

Summary of Facts

5.

On 19 September 2022, LFSHK made a self-report to the SFC regarding a
ransomware attack on its systems on the same day (Incident). Following the report,
LFSHK appointed an external consultant to advise on and investigate into the Incident.
Further, at the SFC’s request, LFSHK appointed an independent reviewer to conduct
an independent assessment of the Incident and a regulatory review on its own
cybersecurity related internal controls and remediation actions, and at its conclusion
the SFC conducted further investigation into the conduct of LFSHK (together, the
Investigations).

"LFSHK is licensed under the SFO to carry on Type 1 (dealing in securities), Type 4 (advising on
securities) and Type 9 (asset management) regulated activities.



6. The Investigations revealed that:

(@) During the COVID-19 pandemic, LFSHK implemented remote work
arrangements for employees. To facilitate this, the company established a
VMWare? virtualized environment running Windows 7, which acted as a jump
server for staff to remotely access their office workstations. This environment
was also accessed by third-party vendors and the IT department for remote
system support.

(b) On 19 September 2022, a hacker exploited remote access to the VMware
environment and gained entry to the Active Directory (AD) server, likely via a
cached remote desktop shortcut. The attack disrupted LFSHK’s critical IT
infrastructure, including file servers, domain controllers, email servers, trading
application servers, and accounting servers. LFSHK restored its systems in
phases, and the process was not complete until 7 October 2022, approximately
three weeks later.

(c)  During this period, LFSHK’s clients were unable to trade via the mobile trading
app or internet platform and could only place orders through account executives.
LFSHK notified clients of the Incident via SMS and its website on 19 September
2022.

(d)  There was no evidence of misappropriation of client assets, unauthorised trading,
client financial losses, or leakage of client information as a result of the Incident.
LFSHK did not receive any client complaints.

7.  The Investigations further revealed that the Incident could have been attributable to
various deficiencies in LFSHK’s cybersecurity systems, as summarised below:

(@) Insufficient Network Security Controls: A number of LFSHK’s network
devices and equipment lacked firewall protection and were not monitored by a
Security Information and Event Management (SIEM) tool. This left the network
exposed to external threats and enabled an attacker to access an internal
system directly from the Internet.

(b) Inadequate User Access and Privileged Account Management: LFSHK
failed to establish effective controls over user access and privileged accounts.
Credentials for third-party vendors and staff were cached in remote support
instances, increasing the risk of compromise and lateral movement within the
network.

(c) Use of Unsupported Legacy Systems: The infected VMware environment was
running outdated operating systems (Microsoft Windows 2008 and Windows 7),
which no longer receive security updates and are incompatible with modern
endpoint protection. This left critical vulnerabilities unpatched and exposed to
exploitation.

2 VMware was an older system environment mainly used by external system vendors for maintenance
and by a small group of internal users to access the trading system. Although both groups operated
within the same VMware environment, their access was restricted to separate areas. System vendors
could access the control panel, while internal users could only access the trading system.



(d) Outdated Antivirus Protection: Antivirus signatures on the AD server were
outdated by approximately one year, undermining the ability to detect and
prevent malware such as ransomware.

(e) Inadequate Controls over Remote Access: LFSHK did not implement
sufficient controls for remote access, including strong authentication (e.g., two-
factor authentication), proper access restrictions, device security, and remote
device management. These gaps increased the risk of unauthorized access,
data breaches, and delayed detection of incidents.

(j] Poor Password Management Practices: There were no effective policies or
training regarding password management. System account credentials were
stored in an unencrypted Excel file on the AD server, creating a critical
vulnerability that attackers likely exploited to further compromise the network.

(g0 Lack of Controls over External Device Security: LFSHK did not restrict or
monitor the use of USB devices, allowing users to connect external storage
devices without oversight. This exposed the network to the risk of malware
introduction and propagation.

(h) Insufficient Cybersecurity Awareness Training: The last cybersecurity
training session was held in 2018 and focused solely on two-factor
authentication for the trading system. No further training or regular updates were
provided, leaving staff unprepared for evolving cyber threats.

8. In addition, LFSHK’s recovery from the attack was significantly delayed, lasting
approximately three weeks, due to further deficiencies in its cybersecurity
arrangements:

(@) At the time of the Incident, daily data backups were stored on an external hard
drive that was not consistently disconnected from the network. Consequently,
the backup files were compromised during the attack, which impeded data
recovery.

(b) LFSHK’s business continuity plan was inadequate, as it failed to address
specific scenarios such as ransomware attacks and data loss, and was not
subject to regular review or updates.

(c)  Following the Incident, and throughout the recovery period, LFSHK had not yet
established policies and procedures addressing key areas of cybersecurity risk,
such as incident management, data security, and record retention.

9. These systemic failures demonstrate that LFSHK failed to meet fundamental
cybersecurity requirements mandated under multiple regulatory frameworks, and
significantly contributed to both its inability to withstand the Incident and the severity of
its impact.

Conclusion
10. Based on the matters set out above, the SFC found that LFSHK failed to:
(a) fully comply with the cybersecurity requirements under the Code of Conduct and

the Cybersecurity Guidelines referenced in paragraph 2 above, by failing to
implement adequate and effective cybersecurity control measures. These



(b)

deficiencies might have contributed to LFSHK'’s inability to withstand the
ransomware attack and caused a delay in its recovery; and

act with due skill and care and implement adequate and effective systems and
controls to ensure compliance with these cybersecurity requirements, in breach
of GP 23, GP 3% GP 7 and paragraph 12.1° of the Code of Conduct.

11. The SFC is of the opinion that LFSHK is guilty of misconduct.

12. In deciding the disciplinary sanction set out in paragraph 1 above, the SFC has taken
into account all relevant circumstances, including:

(a)

(b)

(c)

(d)

LFSHK has conducted reviews to identify the root causes and extent of its failings,
including by appointing an independent reviewer at the SFC’s request to conduct
an independent assessment of the incident and its cybersecurity related internal
controls;

LFSHK has taken steps to enhance its systems and controls to prevent future
breaches;

there is no evidence that LFSHK’s clients suffered any loss as a result of its
deficiencies;

LFSHK’s co-operation in resolving the SFC’s concerns; and

LFSHK’s clean disciplinary record.

3 GP 2 of the Code of Conduct requires a licensed person to act with due skill, care and diligence, in
the best interests of its clients and the integrity of the market when conducting business activities.

4 GP 3 of the Code of Conduct requires a licensed person to have and employ effectively the
resources and procedures which are needed for the proper performance of its business activities.

5 GP 7 and paragraph 12.1 of the Code of Conduct require a licensed person to comply with, and to
implement and maintain measures appropriate to ensuring compliance with, relevant regulatory
requirements.



